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At Merkle Nederland, our Governance & 
Compliance program is of great 
importance to us. It ensures commitment 
to values and ethical conduct of business, 
transparency, and compliance. 

It confirms that we are governed in the best 
interest of all stakeholders and guide our 
actions to deliver products and services 
that are secure, compliant and fully 
integrated in Merkle’s preferred way of 
working. To success and build trust with our 
clients, suppliers and society as a whole, 
we are committed to providing clear 
accountability on how we operate.
 
At Merkle Nederland, everyone uses their
power to positively influence the quality
and security of our products and services
and consider the social and environmental
impact of what we do as a business. We are 
involved in, and dedicated to achieving 
high standards for our products

and services through the application of the 
Integrated Management System (IMS) for 
Quality, Information Security, Data Protection, 
Ethics & Compliance and Social Responsibility. 
This management system, aligned with (ISO) 
standards, is implemented across our 
organization and verified by third-party 
certification bodies.
 
We continuously challenge ourselves, by
improving our management system to
achieve the highest possible value. We
actively monitor our performance and
results, to optimize our processes and our
progress on strategic objectives
 
This booklet provides a summary of
Merkle’s Nederland approach towards
Governance & Compliance which sets out
how we deliver to the best of our abilities
and how we act at the highest professional
standards.
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PROUD TO 
BE CERTIFIED

* Please contact Maike Boumen (mboumen@merkleinc.com) if you need more information or 
have any questions regards the scope of our certifications.



QUALITY



OUR COMMITMENT 
TO QUALITY

We help clients navigate, progress and thrive in a world of 
change, by creating progressive, human-centric solutions 
that have powerful returns for both business and society. 
Therefore, quality and compliance are of paramount 
importance to our organization. We are committed to 
uphold the highest possible standards for our products 
and services, always operating in accordance with laws 
and regulations. We are committed to deliver what we 
promise to our clients and employees. 

To deliver maximum customer value for ourselves and our clients, it is essential that 
we provide products and services that fulfils the requirements and expectations of our 
clients and their customers. 



We recognize that the maintenance of quality in all activities is the key to our success 
and reputation. To achieve our commitment; 

● We provide an environment and culture where 
employees are safe, can pursue their ambitions, develop 
new skills, realise their full potential and take ownership. 

● We work together with our clients to understand their 
needs and challenges. We also work closely with our 
partners and built longstanding, established 
partnerships, which helps to be aware of market 
developments and the very best solutions.

● We are transparent when working with our clients, to 
ensure that any issue is communicated and resolved as 
quickly and effectively as possible. 

● We identify and promote innovation in our field of 
expertise. Learning from experiences gained, by us, our 
partners or others. We set targets to keep improving our 
overall performance. 

MEETING OUR 
COMMITMENT 



OUR APPROACH 
TO QUALITY

● Merkle appointed a Quality Manager (QM) 
who is responsible to coordinate,  
implement and monitor quality and risks 
across the organization. The QM ensures 
systems, processes and governance are in 
place for quality processes and addresses 
risks and opportunities associated with its 
context and objectives. The QM, works 
collaboratively with the whole organization, 
including the board and other relevant 
internal and external parties. 

● To provide a high level of secure and 
continuous operation, Merkle has 
implemented a Quality Management System 
in line with the International Standard for 
Quality, ISO 9001:2015. This standard 
provides a structured approach to 
identifying the broad spectrum of Quality. 
This certification acts as a guarantee to our 
clients; we are able to consistently provide 
products and services that meet customer 
and applicable statutory and regulatory 
requirements.

● Merkle implemented a risk management 
policy and framework which identifies and 
understands all the significant risks and 
formalises actions to address these risks. 
Effective risk management allows us to 
understand and optimize the benefits we 
can generate from calculated risk taking as 
well as helping to avoid unwanted surprises. 

● At Merkle we monitor customers’ and 
employees’ perception. By taking customer 
and employee surveys, we measure to 
which degree their needs and expectations 
have been fulfilled. The resulting feedback 
is used to improve processes and 
cooperation and to better match the quality 
to the needs and expectations. 

● At Merkle we have created a career 
framework to enable development and 
advancement. This framework allows 
employees to look across the whole 
organization in a consistent way, understand 
where they currently fit in, how they could 
progress, what their strengths are and what 
they need to develop to grow and shape 
their diverse career at Merkle. 

● At Merkle we embrace our suppliers and 
vendors. We have developed a total 
ecosystem of valued partnerships to grow 
our business. In order to ensure the 
quantity, quality, confidentiality, integrity and 
availability of purchased products and 
services, we evaluate suppliers’ 
performance and conduct appropriate legal, 
commercial and reputational due diligence. 

● Audits (internal & external independent third 
party) and monitoring are conducted 
regularly to assure organizational practices 
properly reflect Merkle’s policies, standards, 
processes and procedures, as well as any 
contractual obligations and applicable laws. 



INFORMATION 
SECURITY



OUR COMMITMENT 
TO INFORMATION 
SECURITY

Professional and adequate information security is of 
paramount importance to our organization. We are 
committed to guarantee the confidentiality, integrity and 
availability of all data and information in our possession. 
We always operate in accordance with applicable laws and 
regulations. We are committed to earn and maintain our 
clients’ trust, by using data and information in a 
responsible way and we always respect sensitivity and 
confidentiality obligations. 

To deliver effective marketing for our clients it is essential that we collect, store, 
transfer and use data and information entrusted to us by our clients 
and their customers.



At Merkle, we believe that the responsible use of data and information creates trust 
and supports business growth. To achieve our commitment; 

● We will use data and information in a secure, lawful and 
transparent way. We will always ensure that the 
confidentiality, integrity and availability requirements are 
met by effectively preventing unlawful or unauthorized 
use, access or accidental loss of data and information. 

● We will collect, store, transfer and use data and information 
as permitted by laws and within the limits set out in our 
contracts with clients and suppliers and we will only use 
data and information in line with relevant instructions from 
either clients or suppliers

● We recognize that we are responsible for data and 
information under our control, and have designated 
individuals to be responsible for compliance with these 
principles and applicable information security laws. 

● We provide industry-accepted, appropriate, and effective 
security measures for the protection of its systems and 
information assets.

MEETING OUR 
COMMITMENT 



OUR APPROACH 
TO INFORMATION 
SECURITY
● Merkle has dedicated security roles who are 

responsible for implementing the Merkle 
Global Information Security program and 
initiatives. The Merkle NL security team will 
ensure that systems, processes and 
governance are in place for information 
security and that information security risks are 
within acceptable limits.

● To provide a high level of secure and 
continuous operation, Merkle has implemented 
an Information Security Management System in 
line with the International Standard for 
Information Security, ISO/IEC 27001:2013. This 
standard provides a structured approach to 
identify the broad spectrum of information 
security. This certification guarantees that 
client information is secured in accordance 
with the highest standard and that the 
availability, integrity and confidentiality of the 
data are safeguarded.

● Appropriate controls and protections are put in 
place for securing our technologies in 
accordance with business requirements and 
relevant laws and regulations. These controls 
(like but not limited to: cryptographic, asset & 
access management, network security, 
logging) protect assets and prevent 
unauthorised information disclosure. 

● A widespread understanding and awareness of 
information security among all our employees 
are essential. This includes awareness of 
information security concepts and principles, 
including how information security is managed, 
how it is of paramount importance to the 
business, how to contribute to the program and 
how to handle information security incidents. 
We foster this understanding through 
communication, continuous awareness and a 
yearly mandatory training for all our 
employees. 

● At Merkle, we have an information 
classification and Handling policy which sets 
out the labels to be applied in order to classify 
information. It also provides guidance on the 
handling procedures that must be adopted to 
protect the information and reduce the risk of 
unauthorised disclosure.

● At Merkle, we have an information security 
incident procedure to ensure that all 
information technology and information 
systems faults, security breaches, abuses of 
privilege, unauthorized uses or access or illegal 
intrusion are investigated, escalated, and 
remediated to protect against potential 
damage and/or to minimize realized damage. 

● Dentsu international’s suite of security policies 
details the controls in place at Merkle to 
effectively manage the security risk to the 
business. The policies are communicated to all 
users at their induction and annually thereafter 
during their annual e-learning.

● Merkle has a Resilience Plan in place to quickly 
react and respond to business interruptions 
and shut-downs, minimizing the impact to 
critical business functions and applications. 

● Audits (internal & independent third party) are 
conducted regularly to validate security 
architecture, determine the level of 
compliance, and provide assurance that 
organizational practices properly reflect 
dentu’s security policies, standards, and 
procedures, as well as any contractual 
obligations and applicable laws. 



DATA 
PROTECTION



OUR COMMITMENT 
TO DATA PROTECTION

We also process data concerning our own people; 
including employees, temporary workers and individual 
contractors. Therefore, healthy and effective data 
protection is of paramount importance to our organization. 
We are committed to respecting and protecting the privacy 
of anyone with whom we interact and only process 
personal information in accordance with applicable privacy 
and data protection laws. We continuously challenge 
ourselves by improving our management system to 
prevent data breaches. We are committed to earn and 
maintain our clients’ and employees’ trust by using 
personal information responsibly, while always protecting 
personal privacy. 

To deliver relevant marketing communications for our clients it is essential that we 
process personal information entrusted to us by our clients and their customers. 



At Merkle, we believe that the responsible use of data and information creates trust 
and supports business growth. To achieve our commitment; 

MEETING OUR 
COMMITMENT 

● We will use personal data in a fair, 
lawful and transparent way. Where 
appropriate, we will make sure that 
individuals know about, and consent 
to, our collection and use of their 
personal information. In some 
circumstances, it will be more 
appropriate for a privacy notice to be 
provided by our clients or suppliers. 

● We will only use personal information 
as permitted by data protection laws 
and within the limits of the purposes 
set out in our privacy policies, notices, 
or contracts with clients and suppliers 
and we will only use personal 
information in line with relevant 
instructions from either clients or 
suppliers.

● We will only collect and retain the 
necessary personal information 
required to fulfil the specified 
purpose. Therefore, we will not keep 
personal information for longer than 
necessary for the purpose, or 
purposes, for which it was collected. 

● We will ensure that appropriate 
security measures are in place to 
prevent unlawful or unauthorized use, 
access or accidental loss of personal 
information. 

● We recognize that we are responsible 
for personal information under our 
control, and have designated 
individuals responsible for compliance 
with these principles and applicable 
data protection laws. 



OUR APPROACH 
TO DATA PROTECTION

● Merkle appointed a Data Protection Manager 
(DPM) who is responsible for coordinating, 
implementing and monitoring data protection 
compliance, in accordance with Dutch laws and 
obligations at Merkle. The DPM will ensure that 
systems, processes and governance are in 
place for data protection and that privacy risks 
are within acceptable limits. The DPM works in 
collaboration with our network of data 
protection experts, including lawyers, a global 
Data Protection Officer, and technology 
specialists. 

● Processing of information requires Merkle to 
protect the confidentiality, integrity, and 
availability of the information assets in its care. 
To provide such a high level of secure and 
continuous operation, Merkle has implemented 
a Data Protection Management System in 
compliance with the regulation (EU) 2016/679. 
This system provides a structured approach to 
cover the broad spectrum of information 
security and data protection activities. 

● We prepare a Record of processing activities 
(ROPA) for data related processes maintained 
and supported by Merkle. The ROPA is an 
instrument for mapping the potential risks that 
can occur during data processing by a process, 
system or service. The register also gives an 
insight into the overall goal, the data involved, 
responsibilities, and tools and applications 
used. Most of all, it should be used to take 
measures to reduce risks identified.

● Merkle places significant emphasis on the 
protection of information, under the 
organization’s ownership and control and while 
information passes through the supply chain. 
To ensure that our sub-processors have 
appropriate levels of protection in place, we 
assess the data protection status of our 
suppliers. 

● At Merkle, we have a proactive approach to the 
protection of privacy, by embedding the 
privacy criteria in the design and management 
of information systems and embedding the 
privacy measures in technology. This includes 
the guidance of the designers and 
administrators, in the choices that have to be 
made, so that privacy is embedded at an early 
stage in the realization of information needs 
and design.

● A widespread understanding and awareness of 
data-protection issues among all our 
employees are essential. This includes 
awareness of basic data protection concepts 
and principles, including what personal data is 
and what it means to our business, how 
personal data should be used and protected 
and what our employees should do to 
safeguard personal data. We will embed this 
understanding through continued 
communication, awareness and mandatory 
training for our employees, at all levels. 

● At Merkle we have an information security 
incident procedure in place to ensure that all 
information technology and information 
systems faults, security breaches, abuses of 
privilege, unauthorized uses or access or illegal 
intrusion are investigated, escalated, reported 
and mitigated, to protect against potential 
damage and/or to minimize the realized 
damage. 



ETHICS & 
COMPLIANCE



OUR COMMITMENT 
TO ETHICS & 
COMPLIANCE

This means upholding the highest standards of work and 
behaviour to protect the interests of all of our stakeholders. 
Our aim is to conduct business fairly and transparently, 
relying on the quality of our work and the integrity of our 
people to offer our services. This commitment is also 
demonstrated through participation in International 
Chamber of Commerce anti-corruption commissions, 
through participation in media industry compliance forums, 
and through our participation in the World Economic 
Forum’s Partnership Against Corruption Initiative.

Merkle is committed to conducting business with honesty and integrity and reinforce 
our zero tolerance of bribery, corruption and unethical behaviour in general. 



At Merkle, we believe that operating our business with the highest standards ethics & 
compliance builds trust with our clients, suppliers and society. To achieve our 
commitment; 

MEETING OUR 
COMMITMENT 

● We are committed to protecting the 
interests of our stakeholders by 
conducting business to the highest 
ethical standards of governance, 
integrity, ethics and compliance and 
we all adhere to a common set of 
business principles. 

● We will compete fairly in all markets in 
which we operate. We will not take 
part in any form of corrupt business 
practice, including bribery, 
transactions where we have 
conflicting interests and money 
laundering. 

● We respect the interests of our 
stakeholders and will refrain from 
engaging in activities or taking risks 
that might harm these interests. Our 
management will take responsibility 
for developing and maintaining 
appropriate corporate governance 
systems. 

● We are committed to acting with 
integrity at all times. That’s why it is 
important for our employees to 
remain vigilant for any potential 
conflict of interest and report any 
concerns or ask for advice 
immediately. 



OUR APPROACH TO
ETHICS & 
COMPLIANCE
● We invest significant attention and resources to 

implement, administer and continually enhance 
an active and innovative Ethics & Compliance 
programme and framework. It translates our 
Code of Conduct into practical policies and 
procedures, internal governance structures, 
reporting and monitoring efforts, and training 
initiatives.

● Dentu’s Code of Conduct helps our employees 
understand and live our values in the context 
of their work duties so that we may uphold the 
highest standards of behaviour. This Code 
defines the behaviour that is expected of each 
of us, what colleagues can expect of one 
another, and how we are expected to behave 
towards clients, stakeholders, and other third 
parties related to our business. 

● At Merkle we encourage employees to speak 
up and to report any incident of concern or 
suspicion of wrongdoing. If they are 
uncomfortable raising their concerns through 
internal channels they  can contact our external 
Speak Up hotline operated by a specialist 
independent company. 

● A widespread understanding and awareness of 
ethics and compliance among all our 
employees are essential. This includes 
awareness of acceptable workplace conduct, 
anti-bribery and corruption, conflicts of 
interests and business gifts and hospitality. We 
will embed this understanding through 
continued communication, awareness and 
mandatory training for our employees, at all 
levels. 

● Senior management completes an annual 
declaration of interests form that ensures that 
any potential conflicts of interest are spotted 
early and can be proactively managed. 

● At Merkle we have a Gifts & Hospitality policy 
which allows employees to only offer, provide 
or accept gifts and commercially valid 
entertainment and hospitality to or from third 
parties that serve a bona fide business 
purpose. Any business gifts, entertainment or 
hospitality given or accepted valued at more 
than a certain limit must be reported and 
approved in advance. 



SOCIAL 
RESPONSIBILITY



OUR COMMITMENT 
TO SOCIAL 
RESPONSIBILITY

There are barriers we need to overcome to create a fully 
inclusive digital economy where people feel equipped, 
empowered and confident to innovate. To reinforce this we 
are setting the bar for how a Digital Economy business 
should operate, for our people, for the environment, and 
for society. We will respect diversity and will not 
discriminate on any basis. We will also respect the diverse 
social and cultural standards. Only then we will be able to 
reap the full benefits of technological progress. 

Technology innovation is changing the way that we learn, work and connect with each 
other. But while the digitisation of the economy and society has created progress in 
many areas, that progress is not shared equally. 



At Merkle, we believe that considering the social and environmental impacts of what 
we do as a business supports strong relationships. To achieve our commitment; 

MEETING OUR 
COMMITMENT 

● We comply with internationally- 
recognised principles of human rights. 
We respect the human rights of all 
people connected with our business 
activities and will not discriminate on 
any basis. 

● We are committed to creating a 
diverse and inclusive workforce and 
culture, and to promote equality for 
all. 

● We will ensure that our workplaces 
are safe and create a civilised working 
environment. 

● We aim to minimise the impact of our 
business on the environment and 
contribute to making society 
sustainable. 

● We are committed to contributing to 
the development of all local and 
global communities in which we 
operate and to the resolution of social 
issues in each community. 

● We are committed to using our 
influence for good, and will help 
inspire better, more sustainable 
consumer behaviours through the 
impactful work we do with our clients.



OUR APPROACH 
TO SOCIAL 
RESPONSIBILITY

● Social Impact is Merkle’s strategy to conquer 
the ‘digital divide’ and help create a “Digital 
Economy That Works for All”. The approach is 
to use ideas and data to highlight 
opportunities, inequalities, innovations and 
solutions to society’s greatest challenges. 
Through this we will inspire others to embrace 
the potential of the digital economy and create 
a more efficient, effective and fairer society. 

● At Merkle we measure and report the progress 
on our social impact strategies targets on 
yearly basis. This report is published yearly and 
disclosed publicly. 

● At Merkle every employee has a 1 day 
volunteering allowance per annum in order to 
have a meaningful impact on our local and 
global communities. 

● We are assessed by EcoVadis on yearly basis. 
The objective of the EcoVadis Corporate Social 
Responsibility (CSR) rating methodology is to 
measure the quality of a company’s CSR 
management system through its policies, 
actions and results. The EcoVadis assessment 
is covering 4 areas: Environment, Labor& 
Human rights, Ethics and Sustainable 
Procurement. 

● We have conducted an EED energy audit as 
part of the European Efficiency Directive.  This 
audit is a systematic approach to collect 
information about our current energy 
consumption and savings potentials.

● At Merkle we have a Diversity & Inclusion 
workgroup who is committed to make 
Merkle a diverse and inclusive workplace. It 
will harness employee insights and ideas to 
incorporate into policies and working 
practices and ensure that communication 
about equality, diversity and inclusion is 
effective, appropriate and raises awareness. 

● We collaborate with our clients on customer 
experience strategies that are PEOPLE AND 
PLANET CENTRED, focusing on the shared 
benefits of all living things.

● We collaborate with our clients on customer 
experience strategies that are INCLUSIVE 
AND WELCOMING DIFFERENCE, creating 
safe, shared spaces and language to bring 
in multiple and marginalised perspectives.

● We collaborate with our clients on customer 
experience strategies that are CIRCULAR 
AND REGENERATIVE focus on existing 
assets – physical and social and how we 
can re-use, nurture and grow these



Maike Boumen 
Governance & Compliance Officer 
Merkle & dentsu Netherlands 
mboumen@merkleinc.com 
+31 (6) 83202193

Merkle Netherlands
mknl_info@merkleinc.com
+31 (0)10-2710200

Please contact Maike Boumen, if you need more information or have any 
questions or remarks you would like to share. 
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