








































one of two possible situations. Either B gets complete garbage, 

or he gets messages that make sense. The only way he can get 

messages that make sense is if E is encrypting them with the 

correct key. The only way a message can get from A to B, is 

if E first decrypts it using the key that A knows, add then 

recrypts it using the key B knows. E is not only listening 

to messages being sent, he is an integral part of the communications 

system! The opportunities for detecting Ets presence are 

correspondingly increased. 

It was mentioned earlier that there are certain logical 

difficulties with maintaining the hash total. In particular, 

if all that we remember of the puzzles is the hash total, then 

we must insure that E cannot create a different series of puzzles 

which produces the same hash total. Normal hashing methods will 

not insure this. Simply adding the puzzles together is not 

enough, for E can then inject false puzzles into the channel, 

and then inject a final "puzzle" which was chosen to make the 

sum come out right. If E should do this, then he can fool 

A and B into thinking the transmission took place correctly, 

when in fact it didn't. We must, therefore, create a hash method 

which has the interesting property that it is virtually 

impossible to find a message sequence that produces a given 

hash total. Those familiar with the concept of one-way encryption 

will see the analogy at once. For those who are unfamiliar 

with it, I shall give a brief summary of the problem, and how 

it can be solved. 

As its name implies, one-way encryption may be viewed as 

a form of encryption. The object is to encrypt a message or 

arguement in such a fashion that it may never be decrypted with 



any merely human amount of effort. We desire that no one can 

decrypt the message even though everyone is aware of the method 

used to encrypt it. Unlike normal encryption, we do n21 assume 

that there is a key, which is unknown to the enemy. The enemy 

knows everything about what occured, with the sole exception 

that he does not know what the message actually was. To put 

it another way, we wish to find a function, G, which is easy 

to compute, but for which the inverse, G-1, is very: 'hard 

to compute. A method for doing this is, in fact, given in 

the literature. It relies upon the following observation. 

In a normal encryption scheme, E knows a great deal of message 

traffic, but does not know the key. Even though the key is, 

in all probability, uniquely specified by the message traffic, 

E will be unable to deduce what it is. In effect, the message 

traffic uniquely defines the key, and we may therefore regard 

the key as the result applying some function, G-1, to the 

message traffic. On the other hand, given the key, and given 

the messages actually sent, we can easily compute the message 

traffic. We can select almost any sample of message traffic 

that we desire, and, for the sake 6f convenience, we might 

select the one piece of message traffic which is most convenient, 

the arguement of the one-way encryption function itself. 

To summarize, if F is a powerful encryption function, then 

G(X)=F(X,X) is an effective one-way encryption function. It 

is hard to invert this function for precisely the same reason 

that it is hard to deduce the key of an encryption function, 

given the messages that were encrypted, and their encryption. 



With this concept safely in hand, we see that we are simply 
J'c1ea-

attempting to extend the &encepot of one-way encryption to encompass 

the current situation. We wish to compute a one-way hash total. 

To do so, we will start by assuming that we have available a 

one-way encryption function, as described, and will then use 

this function, G, to aid us in computing the hash total. 

In a normal hash total, all we do is keep a running sum of the 

numbers concerned. We shall adopt a similiar strategy for a 

one-way hash total, but will simply insert G at strategic points 

in the operation. Thus, we might code a normal hash total 

as follows: 

BEGIN 

END; 

TOTAL: =0; 

FOR I:= 1 TO N DO 

BEGIN 

RECElVE(MESSAGE); 

TOTAL: ='I'OTAL+MESSAGEj 

END; 

For our one-way hash total, we will proceed in a similiar 

fashion, but with a few small changes. 

BEGIN 

END; 

TOTAL: =0; 

FOR I:= 1 TO N DO 

BEGIN 

RECEIVE(MESSAGE); 

TOTAL: ='I'OTAL+G(MESSAGE); 

TOTAL:=G(TOTAL) ; 

END; 



The reader might wish to try and break this method, to 

convince himself that it works. 

There is one flaw yet remaining in the method of agreeing 

on a key. While it is true that E must, on the average, put 

in tN2 units of effort, E might be lucky, and select the correct 

puzzle after only a few tries. A and B might wish to guarantee 

that E must put in a certain amount of effort before he can 

obtain a solution, and might be unwilling to gamble that E 

will prob"a.biy have to put in tN2 units of effo"rt, but might 

luck out, and.'put in significantly less effort. This can 

be done, but only for a price. Let us examine how. 

E might be lucky, and select the correct puzzle after only 

a few tries. There is no reason, however, for B to break only 

one puzzle. B could, in fact, have broken two puzzles. Before 

E can determine the key used, E must break the same two puzzles. 

While E might be lucky, and find one of the puzzles quickly, 

his chances of selecting both puzzles quickly is significantly 

less. In general, if B selects P puzzles to break, then the 

chance that E will happen to break all P puzzles, after breaking 
G Q 

only ~ of the N puzzles transmitted, is (~/N)**Po If E has 
Q 

broken~ puzzles, then the chance that he has broken a particular 

puzzle is itNo E must break all P puzzles, however, and so the 

chance that E has broken all of them is just the product of the 

probability that E has broken each puzzle, i.e., ~/N)*of/N)* 
(~N)*o •••• o*(~N). where the factor oriN) is repeated P times, 

i.e., (~N)**P. If P is 10, i.e., B breaks 10 puzzles, then the 

chance that E will have broken all ten puzzles after having 

broken ! of the N puzzles, is just t**10, or about 1/1,000,000. 



As can be seen, we can reduce the chance that E lucks out 

to an arbitrarily small amount, but only at the price of increasing 

the amount of work that B puts in. The trade-off involved must 

be considered in the context of a particular application. If 

improved reliability is desired, however, then it can be obtained. 

In summary of the discussion to the current point, we can 

say the following. The paradigm for cryptographically secure 

communications was examined. This paradigm was extended to 

include two seperate channels of communication: the key channel, 

and the normal channel. A method was described which reduced 

the (severe) restrictions on the key channel. Various difficulties 

with the method as initially described were considered, and 

overcome. The only remaining weakness in the method is the 

inherent one that it is O(N2), and not exponential. The weaker 

restrictions on the key channel open up the possibility of using 

more normal, i.e., cheaper, channels of communication with which 

to update the keys. In addition, violation of the weaker 

restriction on the key channel can be detected, and corrective 

action taken. Violation of the stronger restriction that the 

key channel must be unreadable, might go unnoticed. In the event 

that there is ~ channel available which satisfies the stronger 

restriction, but there is a channel which sat~sfies the weaker 

restriction, then the current method provides an option which 

is otherwise unavailable. We now turn to some examples to 

illustrate the ideas developed sO far, and to provide the 
feel for 

reader with some mmm~~x~x~xzm~~~/just how much safety 

can be provided by O(N2). 



The first example we shall consider is the application of 

the current method to the security of a computer network, such 

as 'the ARPA net. In this situation, we have available a communications 

channel with a large enough capacity to handle a large N without 

excessive strain. The ARPA net, in particular, is connected by 

50 kilobit lines. Also, in a network, we frequently have more 

than a single channel connecting two nodes of the network. This 

makes it more difficult to block message transmission. The ARPA 

net is, in fact, a two connected network. If E were to try and 

defeat the current method by altering message transmissions between 

nodes of the ARPA net, he would have to successfully block most 

transmissions along two 50 kilobit lines, and then inject his 

own. Once he succeeded in dOing this, his actions could be 

easily detected. 

To be specific, let us assume that we desire to change 

keys once a week, and that we are willing to tolerate a 1% 

overhead for this operation. Let us further assume that each 

puzzle is 100 bits long. With 50 kilobit transmission lines, 

100 bits per puzzle implies we can send 500 puzzles per second. 

Restricting ourselves to 1% of this capacity, we get an average 

transmission rate of 5 puzzles per second. Continued over a 

period of one week, this is 5*60*60*24*7 or 3,024,000. For 

further computations, we shall approximate this by 3*106 • 
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Given that there are 3*106 puzzles, and that B is willing 

to devote 1% of his time to the task of breaking a single puzzle, 

then E must devote 3*106*.01 weeks of computer time to break 

all N puzzles, or, on an average, 1.5*104 weeks of computer timeo 

If we assume that computer time is worth 10 dollars per hour, 

then E must spend 1.5*104*24*7*10 or 25,200,000 dollars of computer 

time to break the link. The estimate of 10 dollars per hour 

is deliberately conservative, for there is no reason for E 

to use the same computer that we use. E might be able to get 

a bargain, or he might be willing to wait a few years, when the 

cost of computer time will be less. Also note that we are 

computing the mean cost to E to break the link. As pointed 

out earlier, the actual cost might differ significantly from 

the mean cost. If we assume, however, that E wishes to maximize 

his expected gains, then E will feel no temptation to break the 

link until he expects to learn information worth about 25 million 

dollars. Having broken the link, E will be in possession of 

one weeks worth of transmissions. I find it hard to imagine 

that E would seriously consider spending 25 million dollars on 

such a venture. E would be better advised to spend his money 

on bribes, blackmail, physical burglary of the nodes, and the 

like. 

At this point, the reader might object that each node 

must communicate with several other nodes. We can avoid this 

problem if we assume that the cryptographically secure communications 

are routed through a sub~etwork which~s in a star configuration. 

Each node establishes a secure link with the center of the star. 

The node which has been designated as the center of the star 



can then distribute keys to the other nodes in the network, 

as they find that they wish to communicate with each other. 

Physical security at the center of the star will have to be, 

of course, excellent. 

The effort to implement this on the ARPAnet would involve 

a modest coding effort, no additional hardware, and a 1% transmission 

and computation overhead. Please note that this 1% overhead could 

be distributed over a week in the most convenient manner, i.e., 

during time when the nodes would otherwise be idle. Once 

established, it would require little further attention from 

personnel. If the reader prefers a link-by-link encryption 

scheme over a star configuration, then each node will be co~ected 

to a few other nodes, and must distribute its 1% of effort over 

all of them. If we assume that each node is directly connected 

to between 3 and 4 other nodes, then, under the same assumptions 

as before, we can establish links that will require about 5 

million dollars to break. 

The method would also appear to have applications in a 

ing •. , . .In·-·· ticul~, I invite the reader to consider 
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The method would also appear to have applications in a 

military setting. In the ARPA net example, it was shown that 

devoting 1% of the networks resources to establishing keys 

would result in links that would require some 25 million dollars 

worth of computer time to break. The method is O(N2), so 

increasing the amount of effort to 10%, i.e., an increase by 

a factor of 10 in the work put in by A and B, would increase 

the work put in by E by a factor of 100. In that example, the 

figure computed was 25 million dollars. Multiplying this by 

100 gives 2.5 billion dollars. This figure is large enough that 

it is interesting even in military situations, where a great 

deal can rest on the secrecy of communications. The reader is 

advised to view the figure of 2.5 billion dollars with the 
was 

following two considerations in mind. First, as/mentioned 

earlier, the mean cost would be 2.5 billion dollars. The actual 

cost, in a particular situation might be quite different from 

this figure. If assurance is sought that this figure Will be 

close to the actual amount of effort put in by E, then several 

puzzles must be broken by B, increasing the amount of work 

he puts in. Also, it is possible to do a lot of hardware 

development for 2.5 billion dollars. E might choose to build 

the algorithm into hardware, and thus significantly increase 

both his speed and his cost effectiveness. The counter measure 

for this is to have A and B produce hardware realizations of 

the algorithm themselves. This, however, will increase its cost. 

One of the significant advantages of the current method in 

a military setting would be the possibility of ~a~il~ keys 
Ch ~"J /-:1 



with less fuss, and less delay. The primitive methods that one 

is forced to use to change keys 1dIadrxaaerxaXw~sxkeqrlrx:iaa:x1tmrx«btaxpc 

EmiXHHm«KXMmzXxkK using current methods is perhaps best illustrated 

with a quote from The Code-Breakers: "A new edition ••• wllXmkxJra[s 

was to be placred in service April 1 _"~ But administrative confusion 

in the Navy libraries, which had custody of the codebooks, 

plus difficulties in physically distributing the books by 

destroyer and airplane to moving ships and widely dispersed 

installations, forced a postponement to May 1." A few pages 

later, we learn that ,,~-•• the effective date of the new edition 

of the fleet cryptographic system,-which had been postponed 

once from April 1 to May 1, had to be again set back another 

month, to June 1. Perhaps the very extent of the Japanese 

conquest defeated their distribution efforts." "Had Japan 

changed her main Naval code on May 1 as scheduled, she would 

have blacked out Allied cryptanalysts for at least several 

weeks--weeks that, as it turned out, were to be crucial to 
masking 

history _ " "Her failure to do so meant she was/ImBr,uaE'jcmg her 

Midway preparation messages behind a cryptographic smoke screen 

that American cryptanalyst s had almost entirely blown away." 

The American victory at Midway was due, in large part, to 

American cryptanalytic success in breaking Japanese codes. 

This in turn relied on the fact that the Japanese failed to 

change their code on schedule, which was in turn caused, to a 

large extent, by physical difficulties in distribution. 

These difficulties were forced by the need to maintain absolute 

secrecy_ If the need to maintain secrecy is relaxed, the 

problem of changing keys is significantly simplified. 
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The paper has so far dealt with the strengths and limitations 

of a particular method, which is O(N2). Most of the problems 
would 

dealt with/become insignificant if a method that was O(2N) 

were possible. If an exponential method were possible, it would 

offer such significant advantages over current techniques that 

it would almost surely supplant them in short order. One of 

the most interesting features of the current work is that it: 

suggests that such exponential methods are not impossible. 

The author has been able to find no mention in the literature 
sKrlants 

of any, .. ' ··attempts to solve this problem, and has found only 

one instance in which the problem was even defined with any 

clarity. This was in a science fiction story. The problem 

appears to offer enough leverage that it can be attacked, 

as witness the current solution, and an exponential solution 

would appear to offer significant practical advantages over 

current techniques. It would appear to merit serious consideration. 

The author will,'in fact, make the following conjecture: 

An exponential method is possible. 

The reader is invited to consider the problem. 




