c.5. 244
FaLc 114

Toploe:

Assumptions:

Method 1:

Discussion:

Pna,a)'l looles et Modonably

. o dsar i oyed £ i

krr Wy Talp+eme chod fhann Frdey.
Project Proposal

Establishing secure communications between seperate
secure sites over insecure communication lines,
No prior arrangements have been made between the two
sites, and it is assumed that any information known
at either site 1s known to the enemy, The sites,
however, are now secure, and any new information will
not be divulged,
Guessing, Both sites guess at keywords. These
guesses are one-way encrypted, and transmitted to the
other site, If both sites should chance to guess at
the same keyword, this fact will be discovered when
the encrypted versions are compared, and this keyword
will then be used to establish a communlecations link,
No, I am not Joking, If the keyword space 1s of slze
N, then the probability that both sites will muess at
a common keyword rapidly approaches one after the number
of guesses exceeds Eqrt[H]. Anyone listening in on the
line must examine all N possibilities, In more concrete
terms, if the two sites can process 1000 guesses per
gecond, and desire to establish a link in roughly 10
geconds, then they can use a keword space of slze
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N=10,0002=10°, If the enemy 1s presumed to have

a comprable technology, 1,e., 1000 guesses/sec, then

8

he can consider all 10° possibilities in 108/103 seconds,

or 105 seconds, which is about one day, As the
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Problems:

amount of time which is devoted to establishing the

link is inereased, and as technology 1s improved, the

two sites get a bigger and bigger advantage over any
enemy, for the work done by the enemy increases as the
square of the work done by the two sites, Thus, 1if

the two sites are willing to devote 10 times the effort,
any enemy must devote 100 times the effort to crack the
code, Thus, it is possible to establish a link in

100 seconds that will remain secure for about 100 days,
If the technology improves by a factor of 10, then 1t

is possible to establish a link in 10 seconds that will
remain secure for 10 days. If both technology and

the effort devoted to guessing increase by 10, then

it would be possible to establish a link in 100 seconds
that would need 1000 days, or 3 years, to break,

While a very secure link can be establighed in reasonable
time, it 1s unfortunetly the case that we do not know with
whom we have established this link! If we assume that
the enemy has the ahility to modify the communications
we transmit, then he can simply engage in precisely

the activity outlined, and thus establish a secure link
with both sites, while the sites think they have
established a link with each other, Fortunetly, the

two sites now posses information that they know must

be the same, if no enemy has altered thelr communications,
This is the keyword they have agreed upon. Since the
enemy will be unable to control the selection process
completely, the two keywords will probably differ, If

the enemy used the zame set of keywords to establish


















